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Abstract

Voice communication is convenient while also poses risks of privacy
leakage, due to potential interception or eavesdropping during voice
transmission. Current protections of voice privacy are almost en-
tirely controlled by communication service providers (CSPs), which
operate as a black-box to users thus hard to fully trust. To take back
the control of user privacy, in this paper, we introduce SecHeadset,
an end-to-end solution for secure voice communication based on
voice obfuscation, which is plug-and-play and compatible with
various CSPs. Our solution involves two parts. First, we design a
voice-like noise masking scheme for voice obfuscation. The noise,
mimicking voice characteristics, could effectively obscure users’
voices while demonstrating resilience against noise reduction meth-
ods. Second, we develop a protocol that enables efficient channel
state estimation and secure information exchange between two
communication entities. Based on this information, we propose a
lightweight algorithm for voice retrieval during communication.
We develop a prototype of SecHeadset and evaluate its perfor-
mance with 8 widely-used applications, including Telegram and
Skype. It reduces the voice recognition accuracy of various adver-
saries to below 15% while maintaining communication quality. We
also integrate SecHeadset with off-the-shelf portable devices and
verify its real-world effectiveness.
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Figure 1: SecHeadset prevents adversaries from eavesdropping on
speech contents in voice communication.

1 Introduction

Voice communications have seen rapid growths [1], which raise pri-
vacy concerns. Transmissions of voices pose risks of unauthorized
access [2-4]. These voice data could be exploited for illegal surveil-
lance, identity theft, and exposure of confidential information. To
prevent this, communication service providers (CSPs) have imple-
mented many privacy-preserving techniques, which typically oper-
ate as black-box to users thus require full trust. However, CSPs are
not always reliable and may secretly collect user data [5]. There also
could be flawed implementations in encryption algorithms [6, 7]
and software vulnerabilities [8, 9], which may enable adversaries
extract voice data from encrypted data stream. Besides, government
surveillance programs [10] may compel CSPs to provide access to
user voice communications

These limitations have prompted the development of white-box
user-controlled privacy-preserving techniques without the reliance
on CSPs [11-16]. These methods encrypt the voice before feeding
it to CSPs and decrypt it after receiving. However, unlike CSPs that
fully control the voice transmission channel, users have limited
control over that. This channel, inherently lossy from an end-to-
end perspective, could corrupt the ciphertext thus making these
methods unfeasible.

Based on these dilemmas, we summarize several capabilities that
a privacy-preserving system for voice communication should have
for practical usage: 1) the system should be user-controlled and
provide end-to-end protection without requiring the cooperation
of CSPs. Except for the communication participants, other entities
such as CSPs and communication devices should be prevented from
accessing privacy from the transmitted audio. 2) the system should
not significantly affect the communication quality while providing
a seamless user experience. Specifically, it should be plug-and-play,
requiring little effort to set up and operate. 3) given the variety
of CSPs that users might employ, the system should be adaptable
across different CSPs.



In this work, we propose a privacy-preserving system for voice
communication leveraging the idea of voice obfuscation. Compared
to encryption, voice obfuscation is robust to distortions induced
by lossy channels, making it feasible in practical usage. As shown
in Fig. 1, our system contains two parts: voice obfuscation and re-
trieval. On the transmitter, we introduce carefully designed noises
to obfuscate voices before transmitting to smart devices, On the re-
ceiver, the same noises are generated and removed from obfuscated
voices before playback to users. The system works as middleware
that relays audio between users and smart devices.

To achieve the aforementioned capabilities, we introduce sev-
eral novel techniques. First, to guarantee end-to-end security, the
noise we use should be robust to denoising techniques, as adver-
saries are likely to utilize various denoising techniques to remove
our noise after obtaining the transmitted voice. To be resilient to
these denoising techniques, in this paper, we design a new type of
phoneme-based denoising-resilient noise. Because of its speech-like
characteristics, it can effectively obfuscate voices while exhibiting
strong resistance against various denoising methods. Experiments
show that our noise maintains its robustness even against targeted-
trained denoising networks.

Second, to provide a seamless user experience and maintain com-
munication quality, the system should be able to retrieve original
voices from the obfuscated voice on the receiver side. To achieve
this, we design a protocol for real-time information exchange be-
tween communication participants, which enables the transmitter
and the receiver to share knowledge required for voice obfuscation
and retrieval. Based on these, we develop an adaptive, lightweight,
and spectral-based voice retrieval algorithm for retrieving the origi-
nal voice automatically. This algorithm is computationally efficient,
making it possible to be implemented on resource-constrained
portable devices for real-time voice communication.

Third, as the distortion induced by each CSP is different, to en-
sure adaptability, we investigate influential factors that contribute
to channel distortions and propose methods for measuring them in
real-time. These factors are adopted to facilitate the voice retrieval
algorithm to make it adaptive to different CSPs without extra con-
figurations. Experimental results show that this method makes the
voice retrieval algorithm effective in most of the tested CSPs.

Based on these techniques, we implement SecHeadset, which
can safeguard user privacy during voice communications. The sys-
tem is plug-and-play and can adapt to various applications without
prior configurations. We further integrated it into off-the-shelf
portable devices and verified its effectiveness in real-time scenar-
ios™. In general, we summarize our contributions as follows:

o We introduce SecHeadset for privacy-preserving voice commu-
nications based on the idea of voice obfuscation. To realize it, we
design a new type of phoneme-based denoising-resilient noise for
voice obfuscation, and an adaptive, lightweight, and effective algo-
rithm for real-time voice retrieval.

e We propose a simple yet effective protocol for real-time infor-
mation exchange and channel distortion estimation, allowing the
system to adapt to different scenarios without prior configurations.
e We evaluate our system across eight widely-used applications.
Results show that it reduces the voice recognition accuracy of

*The code and a demo could be found in https://github.com/desperado1999/SecHeadset
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Figure 2: Audio processing in voice communication.

adversaries to below 15% while preserving the communication
quality. We also integrate our system into off-the-shelf portable
devices and verify its effectiveness in real-time communications.

2 Preliminary

Voice Communication: Voice communication can be roughly clas-
sified into telephony, voice message, and VoIP. Figure 2 shows the
typical audio processing pipeline for them. During communication,
the transmitter would preprocess, compress, encrypt, and transmit
the audio data to the receiver.

Preprocessing: The audio is first processed by voice activity detec-
tion, echo cancellation, and noise suppression. Audio components
except for voices would be suppressed. Noises are commonly iden-
tified based on spectrum, as voices are always non-stationary and
consist of harmonics and resonances, while noises are often sta-
tionary with a flat spectrum.

Compression: To reduce the transmission overhead, the audio is
lossy compressed before transmission. To maintain the perceived
audio quality, most of these compression algorithms use psychoa-
coustics to locate components that less affect human perception,
such as the masking effect and the absolute threshold of hearing.
According to network conditions, CSPs choose different compres-
sion ratios. For example, Telegram adopts the opus codec [17] and
supports audio bitrates from 6 kbit/s to 510 kbit/s.

Encryption & Transmission: Before transmission, the audio data is
encrypted in packet-wise. The transmission could be either reliable
or unreliable. Here reliable means complete delivery without packet
loss. Compared to UDP, TCP introduces less distortions to the audio
data. Since the encryption is conducted packet-wise, the packet loss
would not affect the decryption of other packets.

Automatic Speech Recognition (ASR) systems convert audios
into text, typically containing three components: acoustic model,
pronunciation model, and language model. Acoustic model converts
audio features into minimum recognition units, such as phonemes.
Pronunciation model decodes phoneme series into words. And lan-
guage model selects the most possible word sequence. The correct
recognition of the minimum units is crucial for correct results.
Voice Enhancement and Separation are common techniques
for audio processing, both of which could be used for denoising.
Enhancement processes one single input to produce one cleaner
output, while separation divides one audio stream into multiple
sources. These methods leverage differences among sources for
denoising. When sources share similar attributes, such as timbre,
the denoising process would be challenging.

3 Problem Formulation & Related Work
3.1 System Model

In this work, we aim to build a privacy-preserving system for voice
communications, which is fully transparent and user-controlled.
As in Fig. 3, our system model contains three types of entities:



Uncontrolled User-controlled

- g R ufifin
B=0—2
. ) ufifiln
o =
& [adversan|

Figure 3: System Model.

User-controlled

ufijijn — Ed

—_— - [OBR) .-~ i
R @.-.& -

ulififn @ bl
[Usera]

SecHeadset

Users: We assume two mutually-identified users are engaging
in voice communications over smart devices. To protect their voice
privacy, both of them would first register the SecHeadset and then
use it during communications.

SecHeadset: SecHeadset works as an audio relay between users
and smart devices. During communications, SecHeadset records
voices from the user, obfuscates it to prevent recognition by po-
tential adversaries, and transmits it to the user’s device. When
receiving audios from the device, SecHeadset retrieves voices and
then plays them back to the user. From the user’s perspective,
SecHeadset works as a normal headset, requiring no modifications
to the communication process or assistance from CSPs.

Adversary: The adversary aims to eavesdrop on the commu-
nication content. It could be the communication software, CSPs,
or any others capable of accessing the data transmitted between
smart devices. Please note that we assume the hardware and oper-
ating system of the communication device are trustworthy, since
malicious hardware or operating systems are able to use internal
microphones for eavesdropping even when external audio devices
are in use, which is beyond this paper’s scope.

3.2 Threat Model

Adversary’s Goal: The adversary aims to eavesdrop on the content
of users’ voice communication.
Adversary’s Knowledge: We assume the adversary knows the
detail of SecHeadset, including the stored original data and signal
processing algorithms. Compared to legitimate users, the adver-
sary only lacks access to user-specific and communication session-
specific information stored in SecHeadset. The former is generated
during the registration process and the latter is randomly generated
for each communication session.
Adversary’s Capabilities: We consider an adversary who can
acquire the voice transmitted between smart devices during com-
munications. Please note that this transmitted voice has been obfus-
cated by SecHeadset. The adversary could acquire the voice data
either before transmission (not affected by channel distortions) or
after transmission (affected by channel distortions). Such an ad-
versary could be the CSP itself, which has legitimate access to the
transmitted data, or a third-party adversary who exploits security
vulnerabilities (such as [8, 9]) to extract voice information from the
encrypted data stream.

Based on these capabilities, to eavesdrop on the communication
content, the adversary will:
o Use various voice data to query the SecHeadset to get sufficient
input and output data pairs, then use these data pairs to train a
specialized audio denoising model.
o Upon obtaining the voice data transmitted during the commu-
nication, employ the specialized denoising model to enhance the
voice data obfuscated by SecHeadset.
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Figure 4: Encrypted voice data being mistakenly denoised.

e Subsequently, use advanced ASR systems to extract speech con-
tent from the enhanced voice signal.

3.3 Design Goals

Security: The system should prevent the leakage of voice content
during communications. Other information such as user identities
are not considered.

Usability: The system should not significantly affect communica-
tion quality and should not require many user operations. It could
be used as a normal headset, being plug-and-play and requiring no
additional configuration for different devices and CSPs.
Flexibility: The system should be adaptive to various scenarios,
including different communication types and different CSPs.

3.4 Related Work

Many works focus on providing user-controlled privacy during
voice communications, with similar system models as shown in
Fig. 3. Most of these works adopt encryption, either by directly
encrypting audio features or by embedding the audio data into
cover audio based on encryption algorithms.

Direct encryption: [11] proposes a chaos-based method, which en-
crypts audio blocks in the time domain to ensure secure audio data
transmission over insecure networks. [12] proposes a novel ap-
proach to encrypt audio data and implements it on FPGA to ensure
real-time processing. Encryption with cover audio: [13] proposes an
audio steganography algorithm based on discrete wavelet trans-
form (DWT) and singular value decomposition (SVD) for convert
speech communication. [18] converts audio waves into sign bits
and amplitude bits and then hides them into a cover audio. In [15],
the target speech signal is compressed using discrete cosine trans-
form (DCT). The cover audio is decomposed with DWT and SVD,
then the DCT coefficients are embedded into the singular matrix of
the cover audio with a chaotic map.

However, most of these methods are designed based on ideal
transmission channels and have not considered distortions induced
in real-world voice communication, making them unfeasible for
practical usage. In [16], the authors introduce a novel distortion-
tolerated encryption scheme, which is claimed to be robust to com-
pression algorithms. While through experiments we find that it
still suffers from noise suppression processes that are common in
most communication applications, which makes this method still
impractical. We will show more details in the following part.

4 System Overview
4.1 Why Encryption-based Methods Failed?

As mentioned earlier, encryption-based methods for secure voice
communication could be classified into CSP-controlled and user-
controlled. The former is not transparent to users and there could
be flawed encryption protocol implementations [6, 7], government
surveillance programs [10], and dishonest CSPs that secretly collect
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Figure 5: Voice flow in the proposed system.

user data [5]. For the latter, as shown in Fig. 2, unlike CSP-controlled
methods that can manage audio processing procedures within trans-
mitters and receivers, user-controlled methods can only manipulate
audio before inputting into transmitters and after outputting from
receivers, which limits user-controlled methods to encrypt audio
out of transmitters. However, the preprocessing and lossy compres-
sion within transmitters would disrupt the encrypted data, making
it hard to decrypt. Moreover, as the encrypted data typically exhibits
flat spectrums, it could be identified as environmental noises by
communication applications, leading to incorrect suppression and
further rendering decryption unfeasible. Take encrypted audios pro-
vided by [16] as an example, as shown in Fig. 4, after transmission,
the encrypted audio is significantly distorted.

4.2 Proposed System

In this paper, instead of encryption, we obfuscate the voice signal
by adding carefully designed noise signals. This method is advan-
tageous because, unlike the decryption process that is sensitive
to distortions, retrieving original voices from obfuscated voices is
more robust. As long as the distortion remains within an acceptable
range, it would only introduce extra noises in the retrieved voice
rather than destroying the retrieval process.

As shown in Fig. 5, assume Alice and Bob are having a voice
call over smart devices, with Alice intending to send her voice s(t)
to Bob. To ensure privacy, Alice first adds noise n(t) to her voice
and then sends the mixed signal y(¢) = s(t) + n(t) to Bob. The
noise n(t) is generated by a noise generator, which is driven by
user-specific parameters and communication session-specific seeds.
After traversing the transmission channel, the signal received by
Bob would be §(¢) = f(y(t)), where f(-) is the induced distortion.
Bob then would remove n(t) from §(t) to retrieve §(¢). Similar to
Alice, we assume Bob has the same noise generator and knows the
required parameters. While for adversaries, although they know
the detail of SecHeadset, they cannot generate the correct n(t)
without access to the user-specific parameters and session-specific
seeds, preventing them from extracting s(t) directly. The system
is supposed to be full-duplex, allowing both parties to send their
voice simultaneously.

However, to achieve the goals outlined in Sec. 3.3, two main
challenges must be addressed. 1) to ensure end-to-end security,
the noise n(t) should be robust against denosing methods.
Once the adversary obtains the obfuscated audio, they would at-
tempt to suppress the noises with various denoising techniques.
Besides, the obfuscated audio should not be identified as noises by
communication applications, otherwise, it would be significantly
suppressed and distorted, making the receiver hard to retrieve the
original voice. Therefore, it is necessary to design a new type of
noise that remains robust against these denoising techniques. And
2) to achieve usability, the receiver should be able to remove
n(t) from f(y(t)). In the proposed system, we assume the receiver
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Figure 6: Noisy speech after being processed by SepFormer [20].
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knows the detail of the noise n(¢) added by Alice. This requires a
share of information for the noise generator, which is challenging
in real-time voice communication when utilizing plug-and-play
systems. Additionally, the inherent channel distortion f(-) makes
the signal received by the receiver differ from the transmitted one,
making the additive noise difficult to remove by simple subtraction.
Deep learning-based methods such as [19] require offline opera-
tion thus not feasible for real-time processing. Furthermore, the
transmission channel functions as a black box to the users. The dis-
tortion f(-) could vary across different communication applications
and even the same application under different network conditions.
Consequently, how to remove the noises from §(t) is challenging.

To address these challenges, we first propose a novel phoneme-
based noise that is resilient to different denoising techniques while
not likely to be identified as noise by existing communication ap-
plications. Next, we investigate channel distortion from multiple
perspectives and propose a lightweight spectral subtraction-based
voice retrieval approach that can adapt to different channel distor-
tions. Finally, we detail the design of SecHeadset and the commu-
nication protocol employed for the secure exchange of information
between the two users.

5 Voice Obfuscation and Retrieval
5.1 Phoneme-based Denoising-Resistant Noise

As stated in our threat model, the adversary knows the details
of SecHeadset but lacks knowledge of user-specific and session-
specific data, so generating the exact noise series as the users does
is infeasible. To address this, the adversary queries SecHeadset
to gather sufficient data and trains a specialized denoising model.
In this scenraio, in addition to misleading ASR systems, the ob-
fuscation noise should also be robust against denoising models.
However, most existing noises would be easily suppressed, even
for the challenging non-stationary babble noise, as shown in Fig. 6.

Inspired by the concept of informational masking [19, 21], we
come up with the idea of masking critical components in voices.
As discussed in Sec. 2, most ASR systems adopt phonemes or sub-
words (typically are combinations of phonemes) as the minimum
recognition unit, distorting the phoneme series in voices could in-
duce recognition errors. Additionally, denoising models typically
rely on differences between voices and noises to facilitate noise
suppression, if noises and voices share similiar attributes, the de-
noising process may fail. Building on these insights, we design our
obfuscation noise based on continuous phoneme series, as shown
in Fig. 7. For the phoneme type, we select vowels instead of conso-
nants because 1) they take up a significantly greater share of energy
in voices, making them harder to be distorted than consonants. 2)
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When distorting the vowels, the adjacent consonants are likely to
be also distorted due to the overlapping articulatory gestures. And
3) the energy distribution of vowels is more concentrated, making
it more robust against distortions in communication channels, fa-
cilitating our voice retrieval process. For the source of vowels, we
choose audios with similar timbre to the user’s voice to make noises
have similar attributes. For the number of vowel series, we simu-
late several adversaries by training specialized denoising models
targeting on different series numbers to evaluate the robustness of
the noise. We adopted speech separation and enhancement models
based on [20]. Each result is averaged over 50 test audios.

Results in Fig. 8 show that as the number of series increases from
1 to 5, the performance of both models drops, indicating the noise
has better robustness. We further evaluate 10 and 20 series against
the enhancement model. Speech separation is ignored here since 5
series provides sufficient protection against the separation model,
and more series would obviously make separation harder. Results
reveal a slight drop in validation loss, and the test WER is nearly
unchanged, indicating a slight decrease in robustness. We suspect
that an excessive number of vowel series makes the noise more
stationary and thus easier to remove, suggesting that both too few
or too many vowel series could reduce robustness. In our design, 3
vowel series is chosen as it provides sufficient robustness while also
maintaining voice intelligibility after the voice retrieval process.

5.2 Investigation of the Channel Distortion

In this part, we investigate the factors that introduce distortion
during audio transmission, and then propose a spectral-based noise
removal algorithm based on them. We classified these factors into
network condition-related and application-related. The latter is
mainly caused by the audio processing in each application, such as
filtering and lossy compression.

Audio Bandwidth: We transmit 24 kHz bandwidth white noises
over different channels to measure their bandwidth. We test 8 VoIP
applications: Telegram (T), Viber (V), Messenger (M),Skype (S), Line
(L), DingTalk (D), WhatsAPP (WA), and WeChat (WE) [22-29]. Tab. 1
show that these channels typically operate under 8 kHz bandwidth.
Frequency Response (FR): We transmit a chirp over these chan-
nels and measure the FR. The chirp spans from 5 Hz to 8 kHz,
corresponding to the bandwidth of VoIP channels. Each measure-
ment is repeated 10 times. The left of Fig. 9 shows FRs from 10
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Figure 10: The original spectrogram (left) and the spectrogram of
the loss (right) induced by transmission.

App T VV M S L* D WA WE

Bandwidth/kHz 8 16 8 8 16 7 8 8
*: the audio energy drops sharply after 8 kHz.
Table 1: Audio bandwidth in each VoIP channel.

measurements of the Telegram VoIP channel, which is stable. The
right of Fig. 9 shows FRs of different channels. For most applica-
tions, the FRis flat in 200 - 6500 Hz and drops outside this range. We
think the reason is that applications mainly focus on human speech
frequency ranges. For WeChat and DingTalk, the FR is unstable
even within the human voice range. We attribute this to the use
of specific denoising methods that would suppress chirp signals,
which makes it hard to measure their actual FR curves.
Compression Loss: We transmit a speech signal s(t) over the
Telegram VoIP channel and calculate the loss in frequency do-
main. Assuming the received signal is s’ (), the loss is defined
as ||S'(f, t) — S(f, t)|| where S(f,t) and S’ (f,t) are spectrograms
of s(t) and s’(¢). To cover the spectrum more comprehensively,
we choose a phoneme-balanced sentence from TIMIT dataset [30]:
"Don’t ask me to carry an oil rag like that". Results in Fig. 10 illustrate
a strong correlation between the loss and s(t) in frequency domain.
We attribute this phenomenon to the auditory masking effect [31]
used in compression algorithms, which indicates a higher tolerance
for loss in the presence of higher energy components.

We then aggregate the loss over time and calculate the loss ratio
for each frequency. This process is repeated 10 times to ensure
reliability. Results in Fig. 11 reveal consistent loss ratios in a single
channel while illustrating variations between different channels.
Furthermore, all loss ratio curves exhibit similar patterns: (1). High
loss in frequencies out of [0.2, 7] kHz. We attribute this to the
poor FR in these parts, as in Fig. 9. (2). Gradual rise of loss in
[0.2, 7] Hz. We think it is caused by the error-shaping strategy
employed in lossy compression algorithms. These strategies aim
to preserve audio intelligibility by minimizing the loss in critical
frequency bands, typically within the range of [1, 4] kHz [17].
Additionally, compression algorithms often conceal loss below the
human hearing threshold [31], which is higher in high-frequency
parts, indicating greater tolerance for loss.

The rest channel distortion is mainly induced by network condi-
tions. We use network link conditioner in macOS [32] to simulate
different conditions and measure the distortion.

Latency: We transmit a speech signal over VoIP channels and
calculate the PESQ [33] of received signals under different latencies.
Results show little impact on the audio quality when the latency<1s.
When the latency>1s, VoIP calls become difficult to establish, so
we ignore this scenario.

Network Bandwidth: We transmit the speech signal s(t) under
different bandwidths and then calculate the quality of the received
audio. The bandwidth is gradually decreased until the VoIP call
can not be established. In addition to PESQ, we adopt the Neuro-
gram Similarity Index Measure (NSIM) used in VisQol [34], which
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Figure 13: Left: original signal. Mid: residual after subtraction.
Right: residual under a tiny misalignment.

aligns audio patch-wise thus more robust to misaligned audios.
Fig. 12 shows that for the Telegram VoIP channel, PESQ gradually
decreases when the bandwidth<1000 kbps, while patch-wise NSIM
shows no notable variance until bandwidth decreases to 90 kbps.
This suggests that low bandwidth (> 90 kbps) does not intrinsically
compromise audio quality but may induce inter-patch misalign-
ment, likely due to the compression strategy discarding silent audio
pieces under limited bitrate. As bandwidth is further constrained,
the mean NSIM value decreases, indicating an impact on audio
quality. Skype shows similar trends, with PESQ decreasing from
60 kbps and NSIM from about 50 kbps. Both channels show an in-
creased number of outlier patches with low NSIM at extremely low
bandwidths, suggesting the presence of intra-patch misalignment.
Insights: From results in Fig. 9 - 12, we observe that all tested chan-
nels introduce significant and different distortions, which should
be considered in the voice retrieval process. Specifically, the FR
shows small intra-differences within each channel and greater inter-
differences between channels. The transmission loss is positively
correlated to the audio, and the loss ratio varies with frequency.
Different bandwidths also introduce different levels of distortion.
A decrease in bandwidth initially causes inter-patch packet loss.
When the bandwidth falls below a certain threshold, which varies
for each channel, it results in inter-patch packet loss, intra-patch
packet loss, and poor audio quality.

5.3 Spectral-Based Voice Retrieval

Why time domain subtraction fails? As detailed in Sec. 4, Alice
adds noise n(t) to speech s(¢) before transmitting, and Bob removes
noise components to retrieve s(¢) upon receiving f(n(t) +s(t)). An
intuitive approach is to subtract n(t) from f(n(¢) + s(t)) in time
domain. To test this method, we synthesize an audio signal com-
prising 10 different cosine waves and compress it using the libopus
codec with 192kbps bitrate to simulate the channel distortion. We
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Figure 15: The estimated audio spectorgram w/o (left) and w/ (right)
residual noise filtering.

then subtract the compressed signal from the original, yielding a
residual. Results in Fig. 13 show that the audio can be removed
effectively. However, when we shift the compressed signal by just
one sample point, the residual amplifies significantly, which indi-
cates denoising via time domain subtraction necessitates precise
alignment, which is hard to meet in voice communication due to
the preprocessing and channel distortion.

To bypass this precise alignment requirement, we choose to re-
move the noise in frequency domain, as shown in Fig. 14, which
consists of segmentation, alignment, compensation, adaptive spec-
tral subtraction, and residual noise filtering.

Prior knowledge: We assume some prior knowledge of the channel
distortion, including the frequency response FR(f), the compres-
sion loss ratio LR(f), and the audio quality reflecting the network
bandwidth. Having access to this knowledge does not constrain
the generalizability of our algorithm. This knowledge would be
obtained automatically at the start of each VoIP call with a probe
signal. Further design details will be presented in Sec. 6.2.
Segmentation & Alignment. The first step is to align the audio
with the noise signal. As audios in VoIP scenarios are stream data,
we segment audios into frames and then align each frame with
cross-correlation individually. The choice of the frame length is
critical. A shorter length enables more frequent alignment and
better accuracy. While a longer frame length reduces the computa-
tional cost. Here we choose the frame length based on the network
bandwidth condition, indicated by the PESQ and NSIM scores of
the probe speech. When the bandwidth is sufficient, a larger length
is preferred to minimize overhead. Conversely, when bandwidth is
limited, a smaller length is chosen for more precise alignment. In
extremely low-bandwidth scenarios (i.e., the NSIM score is low and
has large variation), due to significant packet loss, the alignment
process becomes challenging and our system may be not feasible.
However, in such scenarios, the original VoIP call is already un-
stable and the quality would be poor, thus, the privacy-preserving
technique is less meaningful.

Frequency Domain Compensation. After alignment, the audio
and noise frames are normalized to the same power and transformed
into spectrograms with short time fourier transform (STFT). The
noise is then compensated with the estimated FR(f). When the
FR(f) is not flat, such as in WeChat and DingTalk VoIP channels,
this process is skipped.



Adaptive Spectral Subtraction. After compensation, we obtain
the spectrogram of the compensated audio frame Y( f,t) and the
corresponding noise spectrogram N(f, t). To retrieve the estimated
clear audio spectrogram S(f, t), we adopt a multi-band spectral
subtraction:
S(FO=V(Fp) - 1_||01(f)*1\7(f,f)|| 1

(fi)=Y(f.) - ( Tl ()
where a(f) are unknown factors and have independent values in
each frequency and could vary across frames. We use a traversal-
based method to find the optimal «(f). Since the groundtruth
S(f.t) is unavailable, the optimization target is to minimize the
energy of the estimated spectrogram:

min L= 3" [IS(f, )]l @
a(f) 4

The effectiveness of this approach lies in the fact that the noise
has much larger energy than the voice. So excessively large or
small values of a(f) will result in noise residuals in S (f,t), increas-
ing its energy. The reason for not using the similarity between
N(f,t) and S(f, 1) as the optimization target is that the spectro-
grams are complex values, making similarity calculation infeasible.
Besides, the similarity between the power spectra (i.e., [|[N(f, t)||?
and ||§ (f, t)||?) is less distinct and not suitable for optimization.

During the traversal process, a for each frequency is first tra-
versed from 0.2 to 1.2 in 0.1 increments. The process is then repeated
around the optimal value with a finer step size of 0.01. With the
optimal a(f), the estimated clear audio spectrogram is calculated
as S(f, 1) = ¢(f) * Y(f, t), where

$(f) = max{l _ ||Of(fi2 * N(fi, O

Ny (fi. )l

Residual Noise Filtering. After spectral subtraction, there are
still residual noises S( f.t), as shown in Fig. 15. We think this is
caused by the compression loss in each communication application,
as investigated in Sec 5.2. Specifically, if the a value in the original
spectrogram S(f, t) is M and the compression loss at frequency f
is LR(f), the compressed value of M could be M * (1 + ), where
6 € [=LR(f), LR(f)].

To eliminate this, we introduce residual noise filtering based
on LR(f) and 17(f, t). The main idea is that if a value in §(f, t)
is smaller than the compression error LR(f) ?(f t), it could be
treated as an error and we set this value to zero. Based on Eq. 3, after
residual noise filtering, the estimated audio spectrogram 5( fit)
could be represented by ¢(f) * ?(f, t), where

o) :{ 49U > LR() @

else
Fig. 15 shows that this filtering method could eliminate residual
noises effectively, especially in the low-frequency part.

,O} for each f; 3)

6 SecHeadset Design & Workflow

Overview: The workflow of SecHeadset comprises two phases:
offline registration and real-time execution, as shown in Fig. 16.
In offline registration, a new user must first register SecHeadset
with a certification authority (CA) to obtain certification and subse-
quently register himself to SecHeadset by providing a few seconds
of his voice recording. These registration procedures are one-time
tasks for each SecHeadset. In real-time execution, the user simply
powers on and connects SecHeadset to the communication device,
then proceeds with voice communication as usaual. SecHeadset

Offline Registration Real-time Execution
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Figure 16: Workflow of SecHeadset
automatically prepares for secure communication and notifies the

user when it is ready to begin.

Communication

6.1 Offline Registration

Before registration, except for programs, SecHeadset contains only
a speech dataset D, which is identical across all instances. Before
usage, SecHeadset requires two one-time registration processes to
obtain the necessary identification data for communication.
Headset Registration: This procedure involves generating a pair
of keys, containing a public key pk and a private key sk, and sub-
mitting the user’s distinguished name dn and pk to a public CA.
The user would get the CA’s certificate cert., and his own certifi-
cate certgy,, containing a digital signature based on his pk and dn.
Headset registration relies on the public key infrastructure (PKI),
and the security issues of it is not considered here. Please note that
we assume all SecHeadsets are registered from the same CA.
User Registration: This procedure is used to match a speaker s
who has the most similar voiceprint to the user from the speech
dataset D, and the corpus of s is used for the noise generation. The
user needs to record several seconds of his voice for voiceprint
extraction. According to [19], a minium of 5 seconds of voice is rec-
ommended to ensure voiceprint accuracy. In this paper we assume
that there is only one single user for each SecHeadset instance.
User registration must be reinitiated upon any user change.

After these registration processes, in addition to D, SecHeadset
contains the user distinguished name dn, the key pair (pk, sk), two
certificates certcq and certy,, the speech dataset D, and the closest
speaker id s, as shown in the left of Fig. 16

6.2 Real-time Execution

Real-time Execution for Voice Call: To safeguard voice privacy
during calls, users need to connect SecHeadset to the device as a
normal headset, launch the call, await audio guidance, and then
begin communication. Both participants in the call need to use
SecHeadset. During the period between the call start and the ap-
pearance of the audio guidance, these two SecHeadsets would
determine the presence of each other, negotiate a master-slave rela-
tionship for communication, exchange certificates to verify identity,
and exchange essential data for the ongoing conversation. Follow-
ing this, SecHeadset transmits predefined probe signals to each
other for channel distortion estimation.

Real-time Execution for Voice Message: Different from the
voice call, there is no real-time channel in the voice message. There-
fore, we assume users will exchange their certifications and other
necessary information through alternative channels before the com-
munication, such as text messages or emails. Additionally, there is
no need to estimate channel distortions since the voice message
channel is stable.



6.2.1 Data Modulation. Since there are data exchange processes
in real-time execution, we begin with how digital data is exchanged
with VoIP channels. Specifically, we transmit digital data via fre-
quency modulation (FM). As the audio bandwidth in most VoIP
applications is limited to 8 kHz, with significant suppression out
of [200, 6500] Hz (as shown in Sec. 5.2), we select 13 carriers from
800 Hz to 5600 Hz with a step size of 400 Hz. The data modulated on
the first carrier is always 0, serving as a reference for data decoding.
Cyclic Redundancy Check (CRC)-4-ITU [35] is adopted for error
detection, so we can transmit 8-bit data in each data frame.

For synchronization during data decoding, a preamble consisting
of a 3 kHz tone and two chirps ranging from 100 Hz to 7 kHz is
concatenated before the modulated data. SecHeadset employs a
two-phase method to preamble detection: a coarse detection of the
single tone followed by a precise detection of the chirps using cross-
correlation. This method offers reliable and efficient detection.

6.2.2 Negotiation & Data Exchange. Once powered on, the follow-
ing steps are executed successively: Negotiation. Before commu-
nication, SecHeadset needs to verify the presence of its partner
and establish a master-slave relationship. To achieve this, each
SecHeadset generates a number randomly and transmits it repeat-
edly. Simultaneously, each SecHeadset listens for the partner’s
number. Once received, SecHeadset with the larger number as-
sumes the master role. Following we assume user A is the master.
Exchange certificates. The master (user A) sends its certificate cert,
and distinguished name dn, to the slave (user B). B then verifies
A’s certificate and once verified, B sends an acknowledgment (ACK)
signal to inform A. Subsequently, B sends cert;, and dny, to A for
verification. The preamble signal mentioned earlier is adopted as
the ACK signal. Exchange essential data. The two SecHeadsets ex-
change essential data for the current session, including a random
number RN and the speaker id s, which are used for noise genera-
tion. The data is encrypted using the partner’s public key. Same as
before, user A sends its data first.

6.2.3 Channel Distortion Estimation. In this part, the compression
loss ratio LR(f), the state of network bandwidth, and the frequency
response FR(f) of the channel are estimated. To get the LR(f),
SecHeadset sends a phoneme-balanced speech signal as a probe.
Typically, longer probes provide better estimations, but would neg-
atively impact user experiences due to the increased time consump-
tion. Here we choose a 3-second probe as in Sec. 5.2, which strikes
a balance between accuracy and user experience. Same as before,
user A sends the probe first and repeatedly until receiving the ACK
signal. Then user B repeats this process. The PESQ and the NSIM
score distribution of the distorted probe are calculated to represent
the state of the network bandwidth. For the FR(f), it could be easily
estimated with the chirp in the preamble.

6.2.4 Secure Voice Communication. When the above preparations
are completed, SecHeadset would notify the user of the partner’s
name dn, indicating ready for conversation, and then start to process
the audio data from microphones and connected devices. A simple
illustration is in Fig. 5. Please note that SecHeadset is a full duplex.
o Obfuscation of voice from microphones: Before transmitting the
user’s voice, SecHeadset adds the phoneme-based noise to the
voice. The noise is generated by a noise generator, which takes the

dataset D, the speaker id s, and the random number RNy as inputs.
sq is used for choosing the appropriate corpus and RNy, is used to
set the data sampling order. The default voice SNR is -9.

o Retrieval of voice from communication devices: Upon receiving
the audio transmitted by the partner, SecHeadset retrieves the orig-
inal voice using the spectral-based voice retrieval method presented
in Sec. 5.3. The noise adopted in the denoising method is also gener-
ated by a noise generator, which takes s; and RN}, of the partner as
inputs. To reduce the time delay, all these operations are performed
frame-wise. As long as the time consumed for each frame is smaller
than the frame length, real-time processing can be achieved. The
default frame length is set to 64 ms, and the time delay introduced
by SecHeadset would be 64 ms + frame-wise operation time.

7 Evaluation

7.1 Experimental Settings

Datasets and Tools: We utilize LibriSpeech [36] excluding the
test-clean subset as the dataset D in each SecHeadset, containing
about 1000 hours of speech. The vowel database for obfuscation
noise generation is extracted from D. We choose 40 test audios from
the test-clean subset. To evaluate SecHeadset’s performance more
comprehensively, we choose audios from different speakers and pre-
fer relatively long audios. The chosen test set contains about 2,000
words in total. When simulating an attacker that could train special-
ized models, we employ the train-clean-100 subset as the training
set and the corresponding phoneme-based noise is generated from
other subsets. RIRs Noises dataset [37] is used when testing the
performance under air-traveling distortions. Network link condi-
tioner [32] is adopted to simulate different network conditions. We
use Amazon Transcribe [38] for speech recognition.
Applications and settings: We choose eight widely-used commu-
nication applications: Line (version: 14.7.2) [26], Telegram (version:
10.13.0) [22], Viber (version: 22.7.0.0 g) [23], Facebook Messen-
ger (version: 460.0.0.48.109) [24], Skype (version: 8.120.0.207) [25],
DingTalk (version: 7.5.30) [27], WhatsApp (version: 2.24.10.85) [28],
and WeChat (version: 8.0.49) [29]. Without specific mention, the
Telegram VoIP channel is used for evaluating the impact of various
factors. All application settings are restored to defaults. The camera
is disabled if available in the VoIP scenario.

Metrics: We use Word Error Rate (WER) and Short-Time Objective
Intelligibility (STOI) [39] for assessment. WER is defined as S+TD+I,
where S, D, I, and N are the counts of substitutions, deletions,
insertions, and total number of words in the reference, respectively.
STOI estimates the perceived intelligibility using time-frequency
measurement which is well-suited for noisy speech. STOI ranges
from 0 to 1, with higher values indicating better intelligibility. When
assessing the security of our system against adversaries, the audio
obtained by adversaries should have a high WER and a low STOL.
When considering the usability, the audio played back to users
should have a low WER and a high STOL

Hardware & Configuration: We launch communication between
two phones (Redmi K30 Ultra and K30 Pro), with audio transferred
between phones and a desktop using USB soundcards [40]. Ex-
cept for the portable implementation, audios are processed by a
SecHeadset prototype on the desktop. The adversary runs denois-
ing techniques on a server with four NVIDIA RTX 3090 GPUs.



7.2 Security Analysis

We assess SecHeadset’s security performance from two perspec-
tives: 1) if the attacker can obtain the transmitted essential data in
Sec. 6 and 2) if not, how much information can the attacker extract
from the voice data.

7.2.1 Analysis of the data exchange protocol. In our protocol a
random RN and a speaker id s is transmitted using public-key
cryptography, which is considered secure in most cases. So we
assume an attacker can only obtain RN and s through random
guessing. Since D is finite, s is limited (e.g. 2484 in LibriSpeech),
making RN the primary source of security. We assume a k-bits
RN and the attacker can guess 10° times per second considering
of supercomputer capabilities, the attacker needs m
years to get RN. With k=128, this takes decades, which could be
considered secure and aligns the NIST SP 800-57 standard [18].
Besides, each guess requires to generate noise and perform voice
retrieval for validation, further making the attack infeasible.

7.2.2 How much information can adversaries obtained. We evaluate
three types of adversaries with different capabilities:

e Type-A does not know the detail of SecHeadset and extracts
information from the obtained audio directly.

o Type-B does not know the detail of SecHeadset but will employ
state-of-the-art (SOTA) speech enhancement methods [20] with
pre-trained weights. We do not consider speech separation here
due to lack of suitable pre-trained models for 4-channel audios.

o Type-C is the most powerful that knows details of SecHeadset
and trains specialized denoising models to recover voices, similar
to that in Sec. 5.1. We consider both speech enhancement and
separation based on [20]. Please note that even for this powerful
attacker, it is not feasible to generate the exact obfuscation noise
series, as they cannot obtain the speaker ID s and the random seed
RN for each communication session.

We consider two types of audio data that adversaries could ob-

tain: Original audio that could be obtained by exploiting vulnera-
bilities in software. Distorted audio affected by channel distortions,
acquirable by eavesdropping on the channel. Both VoIP and voice
message channels are considered.
Adversary with original audios: In general, adversaries with
original audios are more likely to obtain information, as our noise
is purely additive thus more likely to be removed. However, Tab. 2
shows that even in this scenario, the WER of all adversaries exceeds
75%, indicating the robustness of our phoneme-based noise. The
STOI of different adversaries is consistently low, suggesting a poor
perception quality. The result also reveals that the pre-trained mod-
els (Type B) do not clarify the audio but make it harder to recognize,
possibly due to the amplification of phonemes in our noise by these
models. Among the four types of adversary, Type C with speech
enhancement model is the most powerful.

Adversary Type A TypeB Type C-Enh Type C-Sep Clean voices

WER(%) T 95.27 98.83 76.75 81.90 3.070
STOI | 0.4617  0.2602 0.5895 0.5397 1.000

Table 2: Adversaries with original obfuscated audios.

Adversary with distorted audios: Results in the left two columns
of Fig. 17 show that when without protection, attackers can rec-
ognize the audio with low WER (<10%) and high intelligibility
(STOI>0.7). With the protection of SecHeadset, in the VoIP chan-
nel, the WER of all types of adversaries exceeds 85%. In the voice
message channel where the channel distortion is smaller, the WER
remains higher than 75%, suggesting that our noise still performs
well. Additionally, the average STOI score of the audios obtained by
adversaries is around 0.3 in the VoIP channel and 0.4 in the voice
message channel, indicating poor intelligibility.

7.3 Usability Analysis

We transmit audios with SecHeadset through different communi-
cation channels, collect the output audio, recognize audios with
ASR, and calculate the WER and the STOI score. For good usability,
we aim for a low WER and a high STOI score. The third column
of Fig. 17 shows the results of VoIP channels. Although the WER
increases compared to that of the clean voices, for all applications
except for WhatsAPP and WeChat, the WER<30%, with Skype even
achieves 10%. The STOI of these six applications is approximately
0.6, indicating a reasonable intelligibility. We attribute the poor
performance in WhatsAPP and WeChat to their overly stringent de-
noising algorithms during VolIP calls, which significantly distort the
original voice component, thereby compromising the effectiveness
of our voice retrieval process.

The fourth column of Fig. 17 illustrates the results of voice mes-
sage channels. As the distortion is smaller than VoIP channel, our
voice retrieval performs much better, achieving a WER comparable
to the clear data in four applications (~5%). For WhatsAPP and
WeChat, where our system performs poorly in the VoIP channel, it
performs well in voice message channel, with WERs of 18.4% and
37.2%, respectively. The STOI score for all applications exceeds 0.5,
with three applications even close to 0.75, demonstrating particu-
larly robust performance. Besides, we find the WER and STOI score
of Line is worse than that in the VoIP channel, which is contrary to
other applications. Upon further investigation of cached audios in
Line, we find that Line compresses voice messages into .aac format
with low bitrates (17-25 kbps), which might be even lower than that
in the VoIP channel, thereby limiting the usability of our system.

7.4 Comparison with Existing works

To our best knowledge, SecHeadset is the first voice obfuscation-
based method for user-controlled secure voice communications.
Existing works mainly focus on encryption-based methods. While
many techniques exist, most are closed-source, making direct com-
parisons challenging. One exception is [16], which transmits en-
crypted audio features and uses a fine-tuned LPCNet [41] for audio
reconstruction. Since all codes but the fine-tuned LPCNet weights
are available, a direct performance comparison is not feasible. In-
stead, we compare the feature-level error percentage, focusing on
the timbre feature, which is crucial for voice reconstruction. As-
sume the initial feature is [ fi init, f2,inits ---» fn,iniz], the decrypted
feature is [ fi gec» fo.decs - fn.dec]> then the error percentage is cal-

n ‘ |ﬁ,init‘ﬁ,dec‘ |

culated as % =1~ Tl We compare SecHeadset and [16]
across various distortions, including Opus lossy compression and 8

practical voice message channels. Results in Fig. 19 reveals that [16]
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Figure 19: Feature error in SecHeadset and [16]. X-axis represents
simulated distortions with opus lossy codec (24k-256Kk) or real dis-
tortions in VoIP channels (T-WE).

achieves near-zero error under ideal conditions, but degrades sig-
nificantly (>50% error) under distortion. In contrast, SecHeadset
maintains stable performance, with error rates remaining below
20% across all distortion conditions.

7.5 User Study

Ethics Considerations: Procedures involving human are validated
by our Ethics Committee. The study is conducted in accordance
with the Declaration of Helsinki [42] and the ICH guideline for
good clinical practice [43]. All participants have signed an informed
consent form before the study.

We recruit 24 participants (9 females and 15 males; aged 21-27)
to rate audios. Inspired by MOS score [44], we ask participants
to rate the clearness and intelligibility of the audio on a 1-5 scale,
where 5 means the best quality and 1 means the worst. Here the
clearness refers to the presence of noises and the intelligibility
assesses the ease of understanding audio content. The reason for
using a perception score instead of the recognition accuracy is to
mitigate potential biases from audio content and participant’s prior
knowledge. We test eight types of audio: clean audio, clean audio
transmitted via VoIP and voice message channels, audios obtained
by different types of adversaries from VoIP channels, and audios
retrieved from SecHeadset. We launch VoIP calls and voice message
transmissions in smartphones with SecHeadset and collect these
audios digitally. Participants are seated in a quiet room and using
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Figure 20: Impact of RIR and environmental noise.

a headband headset. Each of them needs to evaluate a total of
5% 8 * 2 = 80 audios.

Results in Tab. 3 show that the clearness and intelligibility of
audios obtained by adversaries are poor, suggesting ineffective
information extraction. In contrast, audio playback to users by
SecHeadset exhibits much better quality. Although the clearness
score of audios in VoIP channel is not very high (2.51), the intelligi-
bility score is good (3.37), indicating users can effectively extract
information from these audios. Notably, the voice message channel
achieves intelligibility levels comparable to clean audio.

Type Origin VoIP Voice Message A-A
Clearness ~ 4.95+0.20 4.82+0.28 4.93+0.11 1.31+0.40
Intelligibility ~ 4.87 +£0.34 4.84 +0.42 4.89 +0.34 1.43 +0.82

Type A-C (Enh) A-C(Sep) Ours-VoIP Ours-Voice Message
Clearness 1.72+£0.50 1.42+0.28 2.51+0.53 3.51+0.40
Intelligibility 1.97 £0.77 1.69+0.73 3.37 £ 0.80 4.27 £0.63

Table 3: Results of human perception. A-A and A-C refer to Attacker
Type A and Attacker Type C.

7.6 Impact of Different Factors

7.6.1  Obfuscation Noise Energy. In the previous experiments, the
energy of noise is fixed at a SNR of -9 dB. Here we vary the audio
SNR from -12 dB to -2 dB, then measure the WER and STOI score
for users and different adversaries. Results in Fig. 18 show that as
the noise energy increases, the user’s recognition accuracy first
decreases slowly and then declines more rapidly when SNR<-8.
While for adversaries, the WER first increases slowly and then
stabilizes. For intelligibility, results show that the STOI scores of
both adversaries and the user decrease gradually as the noise energy
increases. Notably, at low noise levels (SNR>-8), the STOI score
of adversary Type C is even higher than that of the users, which
can be attributed to the good performance of the deep learning-
based noise suppression techniques in high SNR scenarios. These
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results illustrate the privacy-usability tradeoff when choosing noise
energy. Specifically, increasing noise energy could make it harder
for adversaries to extract voice content thus enhance privacy, while
it comes at the cost of communication quality for legitimate users,
leading to worse usability. In practice, users can adjust the noise
energy according to their privacy requirements.

7.6.2  RIR and Environmental Noise. To test the impact of room
impulse response (RIR) and environmental noise, we add different
types of RIRs and Gaussian white noise with varying energy to
the clean audio. The audio is then transmitted through commu-
nication channels with SecHeadset. Results in the left of Fig. 20
show that the RIR causes an increase in the WER for users, but
with a limited extent. Besides, the RIR also slightly increases the
WER for adversaries, indicating better security. Additionally, as the
room size increases, the WER gradually rises, which we attribute to
stronger echoes. For the environmental noise, it impacts the usabil-
ity significantly. We think this is caused by: 1) the environmental
noise inherently affects the recognition accuracy, regardless of the
usage of SecHeadset. 2) it affects the voice retrieval process. As the
receiver is unaware of the environmental noise, the optimization
process according to Equ. 2 tends to excessively reduce the noise
and thus results in more noise residuals.

7.6.3  Network Bandwidth. We launch VoIP calls in Telegram un-
der different network bandwidths. Results in Fig. 21 show that
when the bandwidth > 90 kbps, the WER increases only slightly,
indicating a limited impact on the usability of SecHeadset. When
bandwidth falls below 90 kbps, the WER increases significantly,
which corresponds with the results illustrated in Fig. 12.

7.6.4 Length of Probe Signal. We evaluate the impact of probe
length on the accuracy of estimated LR(f). The probe length varies
from 0.5 to 3 seconds in 0.5-second increments. Results indicate
that the error rate decreases from 81.2% at 0.5 seconds to 10.1% at 2
seconds, stabilizing around 7% thereafter. Thus, our 3-second probe
is deemed appropriate for our scenario.

7.7 Portable Hardware Prototype

We implement a portable prototype of SecHeadset which costs
about 75 dollars and consists of a development board (Raspberry
Pi 5), a headset, and several soundcards, as shown in Fig. 21, The
soundcards transmit audios between devices, the board runs the
software prototype, and the headset records and plays audios. The
software prototype is implemented using Python 3.11. The voice
communication channel we tested is the Telegram VoIP channel.

Module  Algin. STFT Spec.Sub. iSTFT Res. Filter
Time (ms)  0.28 1.00 12.30 0.65 3.60

Table 4: Time consumption of voice retrieval process.

7.7.1  Computational Overhead. For real-time processing in practi-
cal usage, the time delay introduced by SecHeadset for each frame
should be shorter than the frame length (64 ms in our design). Ex-
periments show that the time consumed for processing each frame
takes about 17.6 ms, much smaller than the frame length and sug-
gests a real-time processing. The total extra delay introduced by
SecHeadset is about 64 + 17.6 = 81.6 ms. Detail time consumption
for each module of voice retrieval is shown in Tab. ??.

7.7.2  Usability. We transmit audio samples in the test set over
Telegram VoIP channel and collect audios playback by SecHeadset
and then recognize them using ASR. The WER of the recognition
results and the audio STOI score are 21.17% and 0.42, respectively,
which performs worse than the software prototype running on a
desktop (15.52% and 0.61). We attribute these performance decreases
to the jitter and potential data loss when reading audio via the
sound card in Raspberry Pi, which could cause misalignment and
thus affect the voice retrieval process. This misalignment could
also impact the STOI as the calculation of STOI requires precise
alignment.

7.7.3  Data Error Rate. Fig. 21 shows the error rate of data trans-
mission for each VoIP channel. Except for DingTalk and WhatsAPP
which have error rates of 14.3% and 3.2%, the error rates of the
others are all below 2%. The high error rate of the DingTalk VoIP
channel could be attributed to its non-flat frequency response, as
shown in Fig. 9.

8 Limitations & Future Directions

Poor usability in some VoIP channels. Currently, SecHeadset
performs not well in WhatsAPP ans WeChat VoIP channels. We
find the reason is that these channels treat obfuscated voices as
noises and apply denoising procedures wrongly, making the voice
irretrievable. To improve the usability, further channel-specific
optimizations on obfuscation noise design to bypass noise detection
in these channels is an important direction.

Unsatisfactory objective intelligibility. The objective intelli-
gibility (STOI) of retrieved voices is relatively low in some VoIP
channels. From results in Tab. 3 we notice that the subjective intelli-
gibility is much higher than clearness, indicating that these audios
are intelligible but contain residual noises. To further improve the
objective intelligibility, applying lightweight deep learning-based
speech enhancement techniques, such as DTLN [45], is a promising
direction. DTLN has only two LSTM layers thus has the poten-
tial to be deployed on edge devices for real-time processing while
maintaining good performance.

Poor performance under environmental noise. SecHeadset is
sensitive to environmental noises, which affects our voice retrieval
process (see Fig. 20). Pre-enhancing user voices before obfuscation
with signal processing techniques or lightweight deep learning
techniques like DTLN [45] is a potential solution.

Extra hardware requirement. SecHeadset currently runs on
Raspberry Pi 5 and is implemented in Python, which is less efficient



than lower-level languages like C. Reimplementing with more effi-
cient languages could make the system more lightweight, making
it possible to be integrated into normal headsets or earbuds.

9 Discussion

Privacy-utility tradeoff: The design of SecHeadset inherently
involves a privacy-utility tradeoff, which stems from several factors,
including the energy level of obfuscation noise, the number of vowel
series in noises, the voice retrieval method, and the channel state
estimation technique. First, as shown in Fig. 8 and 18, increasing the
noise energy or increasing the number of vowel series enhancing
privacy but degrading voice quality. In the current implementation,
anoise level of SNR = -9 dB and 3 vowel series are selected for better
privacy. This parameters could be adjusted in usability-critical scen-
raios to improve voice quality. Second, SecHeadset employs signal
processing-based methods for voice retrieval and channel state esti-
mation, which reduce computational overhead at the cost of audio
quality. In a scenario where audio quality in concerned and com-
putational sources are sufficient, deep learning-based approaches
could be used to improve the performance.

Built-in microphone-based eavesdropping: To our best knowl-
edge, using built-in microphones of smart devices for eavesdrop-
ping is not feasible in our scenario. As stated in our system model
(Sec. 3.1), we assume the hardware and operating system of the
smart device are trustworthy. Under this assumption, adversaries
are limited to use legitimate API calls for microphone access. How-
ever, the two most common mobile operating systems (Android and
i0S) restrict such access [46-48]. For example, in i0S, audio record-
ing requires either the AVAudioRecorder or AVAudioSession APL
The former records from the system’s active input device, which de-
faults to SecHeadset when connected. While the AvAudioSession
API can configure microphone settings, it can only use one input
device at a time. If it use the built-in microphone, the users voice
would not be processed by SecHeadset, which would interrupt the
communication and alert the user.

Assumption of Adversary’s Knowledge: In the threat model
in 3.2, we assume the adversary lack access to user-specific and com-
munication session-specific information, i.e., the matched speaker
s for each user and the random number RN. In different practi-
cal settings, it could be possible for adversaries to obtain these
information. For example, obtaining s by social engineering and
obtaining RN by exploiting vunerabilities in PKI. More investiga-
tions are needed in future works to understand the impact of these
assumptions on SecHeadset’s security performance.

Further In-depth Evaluations: Current evaluations are based on
LibriSpeech. Since the effectiveness of obfuscation noises depends
on the timbre similarity between the matched speaker s in dataset
D and the user, if the user’s voiceprint deviates the distribution of
D, SecHeadset’s performance may degrade. A more diverse and
larger test set would provide better insights into SecHeadset’s
performance and robustness. Additionally, evaluations on different
sizes of D would offer insights into the dataset requirements of
SecHeadset.

Extendability to other languages: The phoneme-based noise
generation scheme is based on the fundamental phonetic units
(phonemes) of English. The existence of analogous phonetic units

in other languages, either in the same language family (such as
French and Spanish) or different families (such as Mandarin and
Japanese), suggesting the potential for the extendability through
the adaptation of noise generation algorithms to language-specific
phonetic sets.

Other denoising methods: Currently we focus on deep learning-
based denoising for adversaries. Other methods, such as correlation-
based techniques, would be much challenging since: 1) The large
database (~1000 hours) and misalignment make repetition almost
impossible. 2) Even when receptive noises occur, variant user voices
also introduce differences. 3) Even if adversaries can recover speech
from receptive noise segments, these constitute only a small fraction
of overall communications, limiting potential exposure.
User-perceived privacy: Despite SecHeadset’s full transparency,
non-expert users may struggle to understand its detailed operation,
creating potential privacy concerns. User studies focusing on user-
perceived privacy is needed to better understand users’ concerns.
Handling channel distortion variations in a single communi-
cation. SecHeadset measures channel distortions only at session
initiation. However, distortions could vary within one session, po-
tentially affecting the voice retrieval process and reducing the voice
quality. In our design, the frequency response (FR), lossy ratio (LR),
and network conditions are the main factors. Fortunately, the FR
and LR typically remain stable within each application due to codec
specifications. For the variation of network conditions, a shorter
segmentation size may help adapt to network variations.

10 Conclusion

In this paper, we propose SecHeadset, a practical, end-to-end, and
plug-and-play system for voice privacy protection in real-time
voice communication. The basic idea of our system is to obfuscate
users’ voices by adding carefully designed noise before transmis-
sion and retrieve the voices after receipt. We design a new type
of phoneme-based noise for voice obfuscation and a lightweight
spectral subtraction-based algorithm for voice retrieval. Further-
more, we design a protocol for real-time information exchange
and channel distortion estimation, allowing our system to adapt
to different communication channels without prior configuration.
We evaluate our system on eight commonly used communication
applications. Results show that our system effectively prevents
adversaries from extracting information from transmitted audios,
achieving a recognition accuracy below 15% without significantly
sacrificing usability. We also implement SecHeadset with off-the-
shelf portable hardware and verify its effectiveness in real-time
voice communications.
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